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Public key cryptosystems are encryption systems that allow us to communicate securely without any prior secret key exchange. They now play critical roles in our modern communication systems such as the Internet.
Multivariate public key cryptosystems are new systems being developed to be able to resist future quantum computer attacks and perform much more efficiently. The theoretical foundation of these systems is the theory of functions over finite fields.
In this project, a student could work in our applied algebra and cryptography research group in the Mathematical Sciences Department at UC. The work would consists of first studying the theoretical algorithm in multivariate public key cryptosystems developed by our group recently, then implementing the cryptosystem and testing its efficiency and security. I A student should have some background in basic abstract algebra theory, linear algebra and some programming experience. The student would participate in research discussion sessions for our research group consisting mainly of faculty and graduate students from both the mathematics department and the computer science department. In addition, the student can also work with other undergraduate students in a joint UC-NKU REU program supported by NSF.
